	High
	PACS Server Insecurely Configured

	CVSS Base Score
	7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)

	CWE Entry
	CWE-16: Configuration

	Description
	The PACS server ‘hippocrates’ is insecurely configured and uses predictable AET settings.

	Affected Systems
	PACS server 

	Impact
	(3.6) An attacker that exploits this would be able to exfiltrate PHI from the PACS server.

	Exploitability
	(3.9) To exploit this vulnerability the attacker needs to be on the hospital network.

	Level of Effort to Remediate
	Low

	Responsible Party
	Brad / IT

	Recommendations
	It is recommended to change the AET settings to use names that are hard to guess and to only allow access from certain IP addresses.

	Remediation Plan
	IT sysadmins are going to change the insecure configurations according to the recommendations.

	Evidence of Remediation
	Updated PACS configuration file should be reviewed.

	Planned Remediation Date
	12/11/2019

	Remediation Owner
	Brad / IT

	Finding Owner
	Naomi

	Technical Details
	

	
<REDACTED>




	Medium
	Sensitive File Disclosure via Path Traversal 

	CVSS Base Score
	7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)

	CWE Entry
	CWE-16: Configuration

	Description
	The web interface of the PACS server ‘hippocrates’ is vulnerable to path traversal attack.

	Affected Systems
	PACS server 

	Impact
	(3.6) An attacker can access sensitive files through the web app.

	Exploitability
	(3.9) To exploit this vulnerability the attacker needs to be on the hospital network.

	Level of Effort to Remediate
	Low

	Responsible Party
	Brad / IT

	Recommendations
	It is recommended to either apply proper patches or disable the web interface.

	Remediation Plan
	IT sysadmins are going to disable the web interface, since it’s not critical for business function.

	Evidence of Remediation
	Disable PACS web interface if not necessary.

	Planned Remediation Date
	07/31/2019

	Remediation Owner
	Brad / IT

	Finding Owner
	Naomi

	Technical Details
	

	
The file can be accessed remotely using: <REDACTED>

Proof that the /etc/passwd was accessed:

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106::/home/syslog:/usr/sbin/nologin
messagebus:x:103:107::/nonexistent:/usr/sbin/nologin
_apt:x:104:65534::/nonexistent:/usr/sbin/nologin
uuidd:x:105:111::/run/uuidd:/usr/sbin/nologin
avahi-autoipd:x:106:112:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/usr/sbin/nologin
usbmux:x:107:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dnsmasq:x:108:65534:dnsmasq,,,:/var/lib/misc:/usr/sbin/nologin
rtkit:x:109:114:RealtimeKit,,,:/proc:/usr/sbin/nologin
cups-pk-helper:x:110:116:user for cups-pk-helper service,,,:/home/cups-pk-helper:/usr/sbin/nologin
speech-dispatcher:x:111:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
whoopsie:x:112:117::/nonexistent:/bin/false
kernoops:x:113:65534:Kernel Oops Tracking Daemon,,,:/:/usr/sbin/nologin
saned:x:114:119::/var/lib/saned:/usr/sbin/nologin
pulse:x:115:120:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin
avahi:x:116:122:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin
colord:x:117:123:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin
hplip:x:118:7:HPLIP system user,,,:/var/run/hplip:/bin/false
geoclue:x:119:124::/var/lib/geoclue:/usr/sbin/nologin
gnome-initial-setup:x:120:65534::/run/gnome-initial-setup/:/bin/false
gdm:x:121:125:Gnome Display Manager:/var/lib/gdm3:/bin/false
ctf:x:1000:1000:ctf,,,:/home/ctf:/bin/bash
[bookmark: _GoBack]dcmtk:x:122:129::/var/lib/dcmtk/db:/bin/sh
sshd:x:123:65534::/run/sshd:/usr/sbin/nologin
mysql:x:124:130:MySQL Server,,,:/nonexistent:/bin/false
brad:x:1001:1001:ctf,,,:/home/brad:/bin/bash




